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Abstract

In the environment of big data, data collection, storage and analysis have produced huge privacy protection problems. To solve
this problem, we have conducted an in-depth study of the privacy protection technology in big data. This study mainly explores
data anonymization, privacy preserving databases, and privacy preserving queries from three aspects: data anonymization uses
common anonymization techniques such as K-anonymity, L-diversity, and T-proximity; The privacy protection database adopts a
strategy based on differential privacy protection; Privacy protection queries use algorithms based on secure multi-party computation.
Research has shown that these technologies can effectively reduce the risk of data leakage and protect user privacy, but there are also
issues such as data distortion, difficulty in achieving energy efficiency in real environments, and the need to expand the scope of data
protection.
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