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Abstract

In order to solve the problem of concealment and complexity of APT (advanced persistent threat) attacks, this paper proposes an
adaptive fuzzy clustering algorithm, which can dynamically adjust the clustering parameters according to the attack characteristics
to adapt to different types and strengths of APT attacks. The method is applied to the APT attack detection scenario, and the network
traffic data through unsupervised learning. The results show that the proposed method can identify APT attacks with higher detection
rate and lower false alarm rate. The unsupervised APT attack detection method based on adaptive fuzzy clustering can effectively
improve the detection performance of APT attack, and provides new ideas and means for network security protection.
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