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Abstract

In recent years, with the rapid development of e-commerce, privacy breaches have become increasingly frequent, posing a risk of
leakage and misuse of users’ personal information. As a result, the demand for privacy protection has grown, making the protection
of user data privacy a crucial task for platforms. Consequently, privacy protection technologies based on e-commerce platforms
have attracted widespread attention. This paper comprehensively reviews existing key privacy protection technologies, designs
data processing for e-commerce platforms, and proposes a privacy-based design method, including data classification, sensitive
data identification, data anonymization rules and algorithms, management of anonymization strategies, and the design of static
anonymization tasks. Finally, it presents user privacy protection strategies for e-commerce platforms to safeguard user privacy and
security.
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