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Abstract

With the rapid development of blockchain technology, its application value in many fields has become increasingly prominent.
Among them, the electricity trading market, due to its special industry characteristics and complexity, has a more urgent demand for
blockchain technology. We introduce blockchain technology and privacy protection solutions to achieve decentralized, secure and
reliable transactions in electricity transactions, while protecting the privacy of users. Through the application of privacy protection
schemes such as encryption technology and anonymous authentication, the user’s privacy disclosure is effectively prevented. At the
same time, how to protect user privacy and prevent data leakage in power trading has also become an important issue. By combining
blockchain technology with privacy protection solutions, trust issues and privacy protection issues in power transactions can be
effectively solved, improving the efficiency and security of power transactions. This paper will discuss the application research and
practice of privacy protection and blockchain technology in electricity trading.

Keywords
privacy protection; blockchain technology; electricity trading; research practice

FERRIP S X R ARER X5 FRIN AR S5 LR

EEIR ETE HARK
Kt Tl R, PR - K 300387

wm =

AR FE RGP E e, EAESABUERNEREZNLE, P, AR ST d THESRGIT G RA T ik,
R AH ARG ERE A0y, FNFINR MR RBREFFE, ELARSFPERATE PO, ZLTHEARS,
BRI T A P eaH, B mBERARAE LIIEFEREP F R RIN, ARGIET AP GG EE, SR, defT
BEUHZ G PR A PFIEHR, bR BEEE, LRAT AT, B3 ¥REEE RS BARY FENELS, TAH
G RLy PEAER A G RE P, RETEAR W R eEsl, BXHRTRARY S RaH AL
ARG PR RAARYS %%,

ES k!
AR ; R R; AR G; HFRER

FRTEHA AL IR R AL T F 2 MR SE 1,

2 XIRBRARERNXZ S FHINA

DCRBEROR FEfE H L MRV, BERSTHERTRSEH
DRES IR EATT, SEBLEON AR E R S . 1K
TSR B 7T AR S T 22 5 SR FBIRE , 1B (R 152
SR [, DCORGERORE R 2R ARR A, Edin
HEERD ARG T, Wik T 28RN 2t
FRMERE. R 5, EREALINEAMUT RIS
ANATIRHRIEIRIR, $Re3e 2 MHEREAT AT SEtk . tESh,
DR BEROR Bt rT DU SR 2 A E . A
TFBERHRKAIDSR, RS IBAER AU AE575

15|18

i PRI Bt A S AR5 SRS & 05, ATLA
AR L 138 5 PR PRI R R R 22 4 KU I,
SR R AT AR 28 B R R 24, SR AE I H
R TRz X SRR S B AR IARPR, R
HERR SFEAMRIP T RIS, BA TR TS — N
et TIRE. BOKMIR RS BEE, TR TR
HoRcR R4, (R T PR RIS A, hopIK

[(EE€WA] XA2L0FIFITINE: BRE; 5
8 —EFXRENRMITENDMABNIRSZEE,

[fE&ERE N J/EIM (2003-) , B, PEHTIEREN, £
AR, MBXRERASRAARFHR

10

SEFELEABEA, B TEOFRE RS R E. Hit, X
BERORAER IR 5 AT 2R AT R . BRI R



KEIEEANTEEE - $£05% - £ 0185 - 2024 F£01 A

(A BOAEZRIATT, SEESCR 2 S A RE & 2U E Bl
T, IR, X AR r] DU L ST B 138 5 h (7 A
WHSIEIRIRE, FRIRAE SRR BEE X HEER AR AR & A
Se3%, AMEHEAER A2 B N R IR AR 2 P,
il 1 FRe

SRR
\
BHAH o

E
Taey

’

y
Seal 98 .-

g
R

B 1 XEREEFER NITI A

O SSERA R DABE i L 52 5 H B A R R4 4k «
B KRR, rAZSERATALNES B2
ST, EERSEE . M. 1o, XHREEm
Fr MRS R Tk g L, Mifudm 1385 i
e

QX PFERARTABERER D2 B WA RSE 7]
RS TEEL P WGRET, XIS AR M kit
BORAIDLSCIL XS s ELREAE 5y, AP T 22 Zh Rl

OXIRFERA RS B 52 5 1 fR5Ei 7]
RS TTELL 2T, EIEARIT R BHAITH, 555,
XECEATI AT EPR I TA) Mol X EEROR, %25
AIDTEI L BN TERE, RARSRE A5 %0R

@IXPSERAR R By g e iz i pd: XS
BORRIDFS B B iy O AE IR R, oA e R RILE
P Z 5EHREREEITAINZSER.

3 REMRIPERNZSFHERMK

ERDLHH, FP RIS B R E R R
NI B — ELIMER, IR P aiifisk, i aTRg
NS 3 B IE R BT, Rt AnfarERIRX
SRHERORRE S SRR N, RO PR R RHOER , i
KT —ANBRHR IR Y, P 2 R
3.1 B T ERRFARIPILS]

AR B, REEE —SEE AL IRIP LR, B
HlEna . ISR, R PIRRME R Z e, [N,
AR HPCHERM R BB TR RIS, DARD T 224
B

3T

IR
SRR i
cloud storage server

Proxy Decryption Server

R
Partial Decryption

5

s EEET
Data Encryption FAFAERS Key Management
User Authentlca@

FAF TR
User Management

Ej_ﬁ&m_+dé
Key Management

HRrr
JEMEEG
Attribut§ Authority Data User

B 2 B A HERFAMRIP RS

32 BUAPHENER

FEL N R IR F P B S R I, B PO R
FAEHPER IR R, I, Ry e P s, #
VR FROGERAT A, Bk E BT SECERE B
ez
3.3 # AR BR§EH R 1TIEFARIP

X KRB ERP Ol ReJEE ., REWISERE A,
AR a R B AT R DURI A B R, f
SBELNER RS B, BRI BB IR R,
WRELRIF A FIIBEAA

4 RAARIPFERREBEARNES

AT R A2 B rh AR R RA R XURs:, mTDLSR
I RAREZINIERE TR ke . —Fim] {710
TrRCRAEDC R bR R ANIEARER S A IR, 1X
FERTLMEARREZ 5007 S BN N RIERS 5 B S
54, ERIURASISINEEOR, PRI RS 2t
T, MiftfRiF A PRBEAAEE, R REIEdRR T
R BXERORIEZEA, ATLMEHR 25 B
FLEEIRTHE T, AP PR RARGE . TESCEPRAYE
x2S, AP SRR VS & LR G5
ZFEE Y, AN, BTEIBER AT RAN A, NHre s
I RARRE LIS TR SEERIZE 2, DRSS
L2 U AIBERAT B XS o T X SE iR S, mILAHE
BRI S X PR BERORE 22 5 rh YR FE R A RN
TR AT AR R

5 RARIPFERRERARERNZSHIHE
FERLgR
5.1 M LT ML &R AR K E

HTImE %A, RS SRR T — AT
MRk, B, B R EET B HOR IR I 24,
RIRE BB RIS, ok, WA T 8%
SEOR, FUELE MR RN S Bl T8, Rk

Key Management

é‘_%ﬁi&
Bl

Data owner

11



KEBEATEEE - £ 05% - 5£ 011 - 2024 £ 01 A

| T RGN EEe ., 1, REEREE & DIIRE
IIRE, BRERAAEAAATEL . XAttt m A Tt
HETIRRRIRER B BT SFE R AT A B R, 5
b, BRI BRI SidF. [k, RAZE
FRFIERASE ISR, (RIS BT IBERA, BHIEBERAMTEE
A o XS R R DI B Al R 2 i AL 2
MIFEF R F o Ak, BT FREARER AT RATLEREEAA
RIPEXFERR, DR H 258 400 22 B AIBE ARk
Gk, HEAM TR RTRESIA R
5.2 £ F HyperledgerFabric E& W R B E
ZINIEE R

¥k T —AN T HyperledgerFabric - & ISR B ()
EZNIER R %R AR TR T AErins (RBAC)
BB, R RRE TSI EHA IR 2 . FTESHAIE
fdh, G5 I ARFRIERARRAS NS SRR, Ll T H
F B AHERBRAAGRT . R, BORE R E A -
AR FE KT RR S, Btk TR E RS
M, XFMARBE A RO FRRAA, FEIRZEE NG,
TR IR SRR et RS, X T
HyperledgerFabric “F- & IR PR/ 2 I 22 NIER R RES AR
AR SN, B5%, BUETRERTRE
il (RBAC) #7, w] LI AR A G TR
B, BRGNP IAREUREEE Y, Hik, SIAZE
HNRIFRIREAII& SO, AILLRAT P B kafs, 5
IEHR PRI NG BRI . RN, XFhAR AR e
IR SRR R e, IR e NS, AE AT
HIRTRFSIR Rt il IR0, anl&l 3 s

BOE 00 S FE (APIs, Events, SDKs)
5 'z
B4 A et
IDENTITY LEDGER TRABSACTIONS SMART CONTRACT

X P ik 55 AR %
Blockchain services Chaincode
SrAn A H \(mg« Ser\'l‘ce's

e RSs
Membership
services

Distributed
Ledger

ﬁﬁ!ﬁﬁ
Endorsemer
Validatiol

AR% (Services)

P2PHiX
P2P Protocol
REIE P25 S (Network Protocol)

%] 3 hyperledger fabric 2244

5.3 T Paillier B AXZ SR “ZixmE"
TESHTH DR BT, MR ER R e FsafA R 2

Sernce

W A A7 it
Ledger storage

12

KEE, XA AR SR T, 3 M 2% 77 B9
FAWLE . A TIEX—T 8Tk, BRSOt T —
FHELT Paillier ByEMH ISR “ i iE.
Paillier B{EVE N —Fedt 0 AHINE BE, A&
AL A SERE M CRAT EhRE . (ERA I =, B%s
W EL IR BRI T I IR, XA T
REIEE LRI 4e, B Paillier BEMIN A,
T TRENS A RIS N B, BB E G AR P R
BN, B XM HERIINE %, A TAR IR SR T
ISR AE 22 i, XAUCE B T RE TRz, e
ST R S iR A R . TEE AU, BRI
SEVERIBRRARIP B SRS, FRATEE T Paillier H
RIS EME RN T RIE SRR —HER A
Fpe
ZitERE
VB SO BEAA PRI 5 X B R AR FL 22 B v i) g F
FTTEAFRAGST . B sEiEl, RASHMERAR
IR PR T2, FIDERfIR A 32 5 BRI
EHEMFER, AR PR GR. BEE BT AR
Wi KANZZ SR H 260028, BRRATRIT S X B ERORTER, )38
SRR R BEINT Z AR A . Aok, BEER AR AL
ARz R s AT R, X ARG Y L 322 By i R
ATET RS AR 2 NS AT ] RE . A AR BE 2 IO 5%
AISERERRENS HERINX — UKV A R, N H IR S T EEE
B BE R DTk
S8
[1] BXAELE R Al XU R ARAE R AT RN S 22 BT 008
SIBfERE AR SEE,2020(9):89-92.
[2]  BREARH,MREE BERARAT ELIL R 022 B R R A R I R T
145 EFAK,2021(5):97-101.
[3] BRI/ INEE L )R 55 S BB AA LRI HR 9t 550 E)
. F A58 HEE,2019(20):173-178.
[4] TR 5k KT Paillier B0 DR S HTR R E S E
FR[1].H8,7(5 B 585 HR,2020(6):56-60.
[5]1 % %0k X EEER R IE /L )32 Sy e B AR i o AT R [3).15 B
R,2019(7):97-101.
[6] X7k, iR ST — N SE I i 38 B Rl e e (BT %
[ H 0 A S R 592,021 (1):67-72.
(7] EREEAR I SR L AR T SRR 5 R
(B SIE,2019(8):45-49.



