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Abstract

The rapid development and widespread use of big data have made its security risks increasingly prominent. This project is based on
big data to evaluate and prevent security risks in information systems. Firstly, in-depth research has been conducted on issues such
as data leakage, privacy breach, and malicious attacks in the big data environment. On this basis, a threat assessment model based
on network attacks was proposed and analyzed. Secondly, research was conducted on data encryption, access control, and identity
authentication in the big data environment. Finally, a summary of the existing problems in the research was made, and prospects for
future research were presented.
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