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Research on Real-time Security Monitoring and Auditing
Technology of Big Data in Cloud Computing Environment
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Abstract

With the increasing application of cloud computing and big data in various industries, which also puts forward higher challenges to
data security and compliance, the research on real-time security monitoring and auditing technology of big data in cloud computing
environment is particularly important. Firstly, the real-time security monitoring of big data in cloud computing environment is
explored to reinforce the stable operation and security protection of the business system from the dimensions of system monitoring,
security monitoring, business monitoring and resource monitoring. Then it reviews the aspects of data integrity audit, access control
audit, log audit, and compliance audit to ensure the integrity and compliance of big data, with a view to providing a strong technical
support for the future management and application of big data.
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