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Abstract

Current research mostly focuses on adversarial attacks on single-spectral target detectors, while multi-spectral detectors are more
practical in real-world scenarios. In order to evaluate the security of multi-spectral detectors more effectively, this paper proposed a
Unified Multispectral Adversarial Attack (UMAA), which can attack both visible and infrared detectors. The texture, position and
rotation angle of the adversarial samples are optimized by differential evolutionary algorithm to generate visible light adversarial
samples, which are then grayed out to generate infrared adversarial samples to attack both detectors. Experimental results show that
the method has significant effectiveness and robustness.
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