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Abstract

With the rapid development of big data and Internet of Things technologies, data privacy protection has become increasingly
prominent in the edge computing environment. Edge computing effectively reduces the latency of cloud computing in real-time
applications and data processing, and disperses data processing tasks to the network edge. This paper discusses the privacy risks
faced by personal sensitive information during transmission, storage and processing in edge computing, as well as the limitations of
traditional privacy protection schemes. The research on emerging technologies such as differential privacy, homomorphic encryption
and data anonymization applied in the edge computing environment was analyzed, and it was pointed out that these technologies
have achieved a balance in maintaining user privacy while enhancing data availability.
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