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The Application of Artificial Intelligence in Network Security
Operation and Maintenance Services in the New Era

Bin Yuan
China Aerospace Changchun Control Technology Co., Ltd., Changchun, Jilin, 130000, China

Abstract

The Internet age, artificial intelligence technology, cloud computing technology in the network security operations services played
a more and more important role, can realize the automation of network data security, automatic repair network vulnerabilities,
intelligent prediction and prevention, network threat to ensure the safety of the network operation, reduce network information
security threats, avoid network risk of economic losses to enterprise users, for the overall network security operational service
level to provide enhanced technical support. This paper mainly analyzes the key points of the application of artificial intelligence in
network security operation and maintenance services in the new era, so as to further improve the protection effect of network security
operation and maintenance, reduce the occurrence probability of network security incidents, and optimize the service quality of
network users.

Keywords
new era; Al; network security; operation maintenance services
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Research on the Dynamic Scheduling Algorithm of Big Data
Storage and Computing Resources for Cloud Computing

Chenyu Huo
Shanxi College of Applied Science and Technology, Taiyuan, Shanxi, 030000, China

Abstract

With the rapid development of cloud computing and big data technology, how to effectively manage and schedule resources to meet
the needs of large-scale applications has become an important topic of current research. This study focuses on the dynamic scheduling
of big data storage and computing resources in the cloud computing environment, and proposes a new dynamic scheduling algorithm.
Firstly, this study establishes a resource scheduling model adapted to the requirements of big data processing according to the
characteristics of the cloud computing environment. Then, we design a weight-based resource allocation strategy for the scheduling
of big data storage and computing resources, and verify its effectiveness through simulation experiments. Finally, Proposed algorithm
also takes into account load balancing and system utilization, and realizes efficient utilization and fair allocation of resources by
introducing dynamic optimization strategies. The experimental results show that the proposed algorithm performs well in reducing
task waiting time, improving system throughput, balancing load, and improving resource utilization.

Keywords
cloud computing; big data storage; compute resource scheduling; resource allocation strategy; task waiting time
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Design and Implementation of a Distributed File System
Based on Big Data Technology

Yanru Liu

Shanxi College of Applied Science and Technology, Taiyuan, Shanxi, 030000, China

Abstract

In the context of the big data era, traditional centralized file systems are no longer able to meet the needs of processing massive
amounts of data, so researching and implementing distributed file systems is becoming increasingly necessary. The paper first
analyzes the development background and current technical requirements of distributed file systems, and studies the core technologies
involved in big data processing. Subsequently, using big data processing techniques such as HDFS and MapReduce as the main tools,
a distributed file system for big data was designed. The system includes two major parts: distributed storage and parallel computing,
and has optimized the access and data storage of common IoT devices. Experimental results have shown that compared to traditional
centralized file systems, this distributed file system has higher efficiency and scalability in handling real-time analysis and queries in
big data environments.

Keywords
big data technology; distributed file system; HDFS; MapReduce; Internet of Things device connection
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Reflection on Software and Hardware Development Strategy
Based on Embedded Design

Dejuan Chen
Shandong Xintong Electronics Co., Ltd., Zibo, Shandong, 255000, China

Abstract

With the continuous improvement of science and technology level, the embedded system is more and more widely used in all
aspects of social life. Embedded systems refer to electronic products that integrate computers and controllers and can automatically
perform tasks during operation. The development of hardware and software in the embedded system is the most important part of the
development of the whole system. The selection of appropriate development technology strategies and the optimization of the overall
design can give full play to the performance advantages of the embedded system and meet the application requirements of various
fields. Based on this, the research work of this paper, briefly summarizes the characteristics of the embedded system, based on the
embedded design software and hardware development strategy and related design methods, in order to provide reference and help for
relevant personnel.

Keywords
embedded design; hardware and software; development strategy
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Application Status and Improvement Strategy of Network
Data Mining in Business Decision-making

Shuai Wang
School of Software, Sichuan University, Chengdu, Sichuan, 610065, China

Abstract

With the rapid progress of big data technology, the Internet has penetrated into various industries. Network data mining technology
can not only significantly improve the efficiency of data use, but also provide a solid scientific foundation for the sustainable
development of individuals and enterprises. At present, in the era of big data, enterprises have realized the important impact of data
analysis and mining on the whole business decision, and take it as one of the future development trends. In the context of the era of
big data, analyzing and studying the application of network data mining in business decision-making becomes particularly important.
This requires the relevant staff not only to master and skillfully use this technology, but also need to improve the work efficiency at
the same time, reduce the work required capital investment, so as to lay a solid foundation for the sustainable and stable development
of the society. Based on this, this paper focuses on the application status and improvement strategy of network data mining in
business decision-making.

Keywords

network data mining; business decision making; application status; improvement strategy
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Research on IDC Data Center Management Based on Intelligent
Operation and Maintenance

Weiqi Wang
Guangxi Computing Center Co., Ltd., Nanning, Guangxi, 530000, China

Abstract

This paper deeply discusses the key role of intelligent operation and maintenance in IDC data center management, and conducts
a forward-looking analysis of its future development. By defining the basic concepts and functions of a data center, this paper
explains how intelligent operation and maintenance can improve the operation efficiency and reliability of a data center through
automated tools and advanced algorithms. Intelligent operation and maintenance uses real-time monitoring, predictive maintenance
and automatic troubleshooting technologies to significantly reduce labor costs and improve system stability. Looking forward to
the future, with the development of artificial intelligence, machine learning and other technologies, the intelligent operation and
maintenance will more accurately adapt to the dynamic environment of the data center, and further improve the intelligent level of
the data center management. This paper comprehensively analyzes the management function of intelligent operation and maintenance
and its potential impact on the future data center management.

Keywords

intelligent operation and maintenance; IDC data center management; data center equipment monitoring
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Network Public Opinion Analysis System Based on Big
Data Technology

Liying Wang
Guangzhou College of Technology and Business, Guangzhou, Guangdong, 510850, China

Abstract

With the wide application of China’s Internet, the rapid development of mobile phone, wireless Internet access and other technologies,
the modern Internet has become an important means of human information communication and cultural communication. The network
is increasingly infiltrating into our daily life. At the same time, the daily data generated on the Internet grows in geometric times,
making it more difficult to analyze public opinion, thus entering the era of big data and increasing the difficulty of public opinion
monitoring. Moreover, online public opinion work is the most difficult work in the world, especially in China. If it is not strictly
regulated, it may endanger social stability. This paper, first of all, analyzes the current domestic public opinion, and defines the
concept and characteristics of big data. It plans to organically integrate public opinion analysis and big data technology to build a set
of public opinion analysis system under the big data environment.

Keywords
big data; network public opinion; analysis system; design
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Research on Network Fault Prediction and Diagnosis
Technology Based on Artificial Intelligence

Chen Sang
Tianfu New Area General Aviation Vocational College, Chengdu, Sichuan, 610000, China

Abstract

With the rapid development of the Internet, network fault diagnosis and prediction have become a necessary step to ensure the
stability of network operation. However, due to the complexity of the network, the traditional fault detection methods often cannot
meet the requirements of real-time fault diagnosis. Therefore, this study uses the Al technology to study the prediction and diagnosis
of network faults. First, a large amount of network operation data is collected and analyzed, and the deep learning method is used to
preprocess the data. Then, models, such as deep neural network (DNN), convolutional neural network (CNN) and long-and short-term
memory network (LSTM), are used for fault prediction and diagnosis. The relevant experimental results show that, by combining
various network parameter data, the artificial intelligence model has a high prediction accuracy for the future network faults, and the
speed of fault identification and positioning is significantly higher than that of the traditional methods.

Keywords
Al; network fault prediction; fault diagnosis; deep learning; stable network operation
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Al Practice from the Perspective of the Era of Big Data

Chun Zhang

Tianjin Binhai Vocational College of Automotive Engineering, Tianjin, 300352, China

Abstract

In this era of big data, the research of artificial intelligence has gradually begun to emerge. How to effectively use these huge data
to promote and popularize artificial intelligence technology has become a focus of research with the attention of The Times. In this
paper, we will make some simple exploration of the progress of artificial intelligence, the focus of research, the superiority of its use,
the operating environment and its future possibilities in this big data environment. For the research of artificial intelligence in the era
of big data, in order to continuously optimize its application services, and realize its efficient integration with big data.

Keywords
the era of big data; Al; application practice
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Research on Real-time Security Monitoring and Auditing
Technology of Big Data in Cloud Computing Environment

Miao Kong
Anhui Medical University, Hefei, Anhui, 230032, China

Abstract

With the increasing application of cloud computing and big data in various industries, which also puts forward higher challenges to
data security and compliance, the research on real-time security monitoring and auditing technology of big data in cloud computing
environment is particularly important. Firstly, the real-time security monitoring of big data in cloud computing environment is
explored to reinforce the stable operation and security protection of the business system from the dimensions of system monitoring,
security monitoring, business monitoring and resource monitoring. Then it reviews the aspects of data integrity audit, access control
audit, log audit, and compliance audit to ensure the integrity and compliance of big data, with a view to providing a strong technical
support for the future management and application of big data.

Keywords
cloud computing; big data; real-time security monitoring; auditing techniques
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Research on Plagiarism Detection Methods for Open-ended
Programming Questions in Higher Education Self-study Exams

Rui Li Yixiong Zhang Qiang Guo Yu Wang Yan Bai

School of Continuing Education, Xi’an Jiaotong University, Xi’an, Shaanxi, 710049, China

Abstract

The software program design course practice assessment of higher education self-study examination usually adopts open
programming questions, and plagiarism detection is an important task to evaluate students to submit programming homework.
This paper proposes a deep learning-based similarity detection model to solve the problem of cross-morphological similarity
detection between source code and binary code. The control flow graph information is extracted through Joern and IDA Pro tools,
and multimodal features such as sequence token, character font and control flow graph structure are fused, which are processed
by a semantic encoding network to generate representative vectors. This paper introduces a contrast-learning model for extracting
semantic features of binary code. Triplet loss-guided representation learning is used to adjust the feature representation of the source
code with the binary code to achieve code similarity detection across morphologies. Experimental results show that the proposed
method maintains a high accuracy of 93.21% in the presence of compilation interference. Future research directions include further
analysis of the contributions of each mode feature and exploring the possibility of introducing new modes for similarity detection.

Keywords

practical assessment; programming problems; plagiarism detection; pre-trained mode
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jnz Addr 2 jnz-Addr 2
mov eax.ebx mov-eax-ebx
5
A
=z
¥R
:3
v &
: mov-reg-dig
mov-reg-dig dec-reg PN,
mov-[base + reg]-dig 1955 Hitoken | dec-reg .
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mov-reg-reg
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mov edx, esi

mov esp 4Ch dest

mov esp 4Ch src edx
call eax

loc _80C1B2B

cmp bp,1

jzshortloc _80C1B88
loc _80C1B48

cmp ebx,12h

jnz short loc _ 80C1B39
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mov esp 4Ch var _ 40 edj
mov esp 4Chn 18h

mov esp 4Ch var _ 3C edx
mov edx, esi

mov esp 4Ch dest

mov esp 4Ch src edx

call eax

loc _80C1B2B
cmp bp,1
jz shortloc _80C1B88

loc _80C1B48
cmp ebx,12h
jnz short loc _ 80C1B39
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(16)

35



REIESATIERE - 05555058 - 2024 £05 A

GBS, SR DGREEEITT . I =R AR,
FEASARMRTE - eI S W ZoRIAEREE, M AR
EES,

TIPS RIES R F > 2 I RALRRA b, 5 b,,
Horb b, 5IRMES s AR, 10 b, STERMRS s RAEML, LT iX
(E R, "IDIMEE— =00 < s,bq, by >, HEHHDER:
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AR S HIRRIAE, FHARSZARIRE TS (A R AR .
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Research on the Application of Artificial Intelligence in
Intelligent Manufacturing

Guangjian Ma

Henan Province Tur Artificial Intelligence Research Institute, Zhengzhou, Henan, 450000, China

Abstract

With the rapid development of artificial intelligence technology, its application in the field of intelligent manufacturing is increasingly
extensive. This study takes artificial intelligence technology as the means and intelligent manufacturing as the application scenario,
and discusses the application of artificial intelligence in intelligent manufacturing through scientific theoretical research and
practical application. Through the analysis of specific application cases, this study found that artificial intelligence technology can
not only realize the automation of the production process and improve the production efficiency, but also realize the intelligence
of the production process, and significantly improve the quality of products and the precision of production. In addition, artificial
intelligence technology can also predict possible problems in the production process through big data analysis, and make solutions
in advance to avoid losses in the production process. In short, the application of artificial intelligence technology in intelligent
manufacturing is expected to promote the development of manufacturing to a higher level of intelligence.

Keywords
artificial intelligence; intelligent manufacturing; automation; production efficiency; big data analysis

AT ErEEE SIS PRIN HF R

Loy
TR A N T REMF R BE, I - TR B 450000
=

MAA T SR R A, LA BT 680 B B, ASTRAA TR TR, AR i 8 A
B3, A 0 TR AT A A 5% PR A AR A LA AL A A P 00 5 L AL RE LR G S0 80 T, AP EA AT
R ARRUTAFILL A0 A e, RBAFHRFE, ETAEIAFLEGFRI, RFREHD0RER L0
WL B9h, ATHAEH ARG B K HAR AT, TR A P AR T Ak 09 FIAL, BENTRH A R, R iR
POk, B, ATHRHRENEBET RO DM, ALZHARE LR HAF QK RIS 0L

KA
AL Re; RedlE; Aol A5, REELS

BRI, D R TR A R
+ N R4 2 LS Sl GL S S

N TR — R R R, W’i?%j?ﬁjxﬁé?km’ﬁﬁ%%ﬁ%ﬁ

RIS a . Hh, Sty O REE SRR,

LA, AR, 0 A T R ek A R A

- TR, Bk, A TARE ) e

ORI P R I o AT B ANEATEY

Elﬁb%”la¢ﬁ@)ﬂﬁﬁﬁ%ﬁ@(§ﬁ$ﬁ%iﬁ, /\(Eﬁu&%ﬁﬂ“\}ﬂfﬁ }\I%ﬁ% (AI'tlﬁClal Intelligence, %«%AI) EUKE%

he A
TS

1 5]

I

b
B
b
=

RRAEZRIE . AFRDNTERAHR S FL, DRSS B M4 AR T A B AT, LR S Y R
BRIRIPR, EERATRIT A TERAEBRAIETIORBEL e e 1 ) Trmeosmees y o0 AL
B, VIRPYTRRRRIN R\ LEGERASROGION A, WD e\ sepmpomont iU ARG, SRS RBAL,
BRI A= SRR SE PRGN O AT, Bl 17 EREas % P 2 TR AR E = AT, AR . TR,
ATHERERAINIRDREE RGBT PSRRI o ) popre et . A TERERARIIROET St
YdEmAs e, B KSR TR E R, Al R 5eRE
(EEEND D& (1964-) , B, PESTEPBINA, B gy @i rhess] ) e s 2R DK s

= HE
T, HRR, MNBATLEREHR. T4

37



REIESATIERE - 05555058 - 2024 £05 A

X b, NTERER LU AE AN TR RERR A T3
R, NTHEBETETHIEMSS, wEBIRL, EEih
FEARIZHE, R EeR FHOUR R SRk O Z REURHIE
(AAREEEMOINAEE D 3R TRENZRES TG A
REGUTHNARS, BAHFRERE AN, 58BA
TRER R TENSIR I By, ARSI T 5 -

BiRmE, NTEREREARGRENSSES . BE¥.
HRES O, TRV STk, Plass md BRI
RAEAL, (8 RGERENS MEIE R BRSO A TR R 5 2R
FEEE SRR A HEOR, $2 TIEIGARA . 1EERRI5E
SRR SR .. FISRIE SR EE T BALRENSEE AN A= 5k
ABIES, mitEYUW N2 B “F” k), e
AR R (S B
22 AIEBHARNERARE

N TERER AR & R I ARIA T 20 2D 50 1%, 4T
IS B PP AT T RAVREE A A FIR S (28 AT, 1956
F, REPISTOEARRE T AT X—i%S, F&
EH N TEGEMFIT R . 20 42 60 £ 4 70 4%, AT
BRERARZD) T RBIFESHER, FEREEETR RS
AR ESRE S O, Z R BE SRR A, 2F
JEAERSZEIE, 20 2D 80 SRR, TRAL ZNATET1Z
Wr RN RS, HEAD TN TR REROR A R o #E A 21 T4,
KBTI ERE T FREARI ISR AR AL R, Mlds s IR
FIVEFRUSERINE, LT KRN AR, Tk, i
3T AP U S R — 24D T N T2 RE)
K, FHABDEN, BGIREIRAE RS SR
EX#E P, N TR AR A R T EIS Rt
W, ST ENT R R AEUE R BRI, &
SN T IR IR R B LR H I ES
2.3 NITEHBER AR EE4FEMThAEE

N TERER R EEHIEERE A5 >, HiER R IR
SR INEIEGIEE ) . HIDREMERIGIRE] . BRIBES L
., TN HTRIERRER SR . IXERHIERITDRE(FIEA T 25 6ERE
R AN AN R Eisoat T, $eAHlE I EE)
FERREMLIK S
3 ERERIEPFHALERENA
31 NIEeEEFELPRHA

NTERE (AL) TEA =Bl erb N FH B E%Es 7%
el B EEA. B s AN TEREROR, A=
DISZIUSEE R E Y, MIfobems TA % . BRIR T A TR
AR EERAR o WA SRR S Bkt iz T Tl
A HabRBENSIES S, AR B T ER
iR, BN, fEAEFL L, ALfLAs AR DLBEE EBRINEIFE
AR AT A, DLEnd S H AR S 0~
bt MR = e e — 2 .

TS W4 R AR P H AL I DHCR T 280 %44

38

AR B BT 3, SRR A R ) R e
o EEN ] ARG AT HESCN RS TR, S
e, SR AR R AN AT . X Rhal A L
SIS IR, REENIN 2 AR T T K ANE Y
EANS7e e

AN T REHORTE A= BB e B AR T F—2R
T, MR AR W TAERN (ToT) P&,
AR RS SN E R 8, TER— M EREMSS . Bk
RS & AL T TR, RESE IR & B TIRE,
TRMNEAERR, HaIHERAE G, PR RS HESE:
e

BORE, NLEREBORMERD 1A Bl e ST,
SCEL T MRS T ERI SRR MR ERIR AR . 7EATK,
BEETORME— PR RANE R, AR HaME IR
KT ZARRA, MifntEshfiliE L s s e
FEEE.

32 AL HRAERBEF AR mREPHIN A

AN TR S AR 5 7 i i A b E 2 B3
HRE IR . LA SIRIGRRESE 5], A R Re b
BT I A A P IS, DA e, SEA S
ROMEEATB IR SIS RN Las AN N Rt Al
RIS, AP SERE AR A HESS, KiERD
NABRVET AR AN B, M Reg .

TEF= BB HT T, RN R Z 0T
JREASIERTT o T GO, Al DASERS
WA AR I ERTT, UBIEREEF R [ I8, PREE
PR BT . A T ERRAREE T AT, R
U A T AR AT AR (RITRTA, i ot 75 %,
(RS A AT T

MAATERE, EoeflE AL AL T RN
B SCRE R, Rl EHEINE R T A EED T 4
AP EZEEIAIILL, BE T TR ARB TR A
s
3.3 AT ERETETRMFAE S A4 = o) % Hh ) Bz A

AT RO S RER DAL R3], Adma:
PR AR AT REH IR IR, FERTISCHE R T2, B
PR R X SRR AERS S WA 2R S TR RS
TG EBITIRE, PBiRp B ERHSERTRSET, IR 5L
FEAEAE TSR Bln, ST, Rk
B AR, D ST UN ], B AR R e
W AT %, SRR IUCE, (R4
FERESEAEENE. A TR X — Uiy i I 12T
TIPSR RIAERE , R TR RERINE RS A R

4 N\TEHEHNERIIEXRIIT=RE

41 ATEHERARESENSESFINARE
AN TERERARLE B REHIS T R A (LS B2 T



REIESATIERE - 05555058 - 2024 £05 A

i, BRI EEOHA I, AT
RBILERDICLEF R, SRR R A7
%, BERDANTHD. SHFiELRS, \TEE
MEBCRYR SR, RIITHIET, BIHEEFRE
Rk, BT TR AR SRR, IKFRTEAEA
ER IR TR TSI ORI, TR R — St
AR R AR

(e PR SRR, A TR R
TUHE KR, 128 STRWRRE S ST BT DL KR
ST, DLl T ZARROsiie . (SRR
ST, L R EUE RS, SRR
BORIURE T 2ok, TR DIRFTRRETE, R
PR

N TS REHAR TR D b R T
(PRI, ARG R EEIRAT, AT
FYATITINE AR, RS, FHRHTS
PEAEIPREIL, IRRRATTRER LR T R OSORTR
SSIFIRIRMEE I, Bt P RIS

FROREBE, A TR E SR S REBU R
%, RIS R RO |, il
SRS, ST A R BRI TR
FLEE. SRy LA S PR T3 H R
RIS, HERh TP RS S 4 R
42 NI BERABDEEHENBRRELRRE
HRTBE

N TSR SRR, R T %
SRR R, RS | SRR
LSRR, PR SRS ERILIC, EEUE, JF
BRSPS, SRR R R E L
. ORI R AR AT RY M . SR
AT HORE, T MRS, SRR T
PRI T L. BU AR A T
FFATRIEER, BFEAEPROR, R AR
VLAY, MITHHEK T AR A AR T 22
PRI

Mo, N TEREHORIS A5 B SRR 3
o, PR R RIS, ST L R .
BRI LP R (AP ER T, IRAE R R, 9

e BESEINT, JERRe N ResEE SRS HE
& 5G FTELN R A& R S A, N TR REROR ISR R RE
HE AR BT 2R AR F, HEShHES RS SR RE( L
AR T TR A R
4.3 EiEHIBkEL 5 Rt 5k BE
RN TR ReR RTERREHE T RELH B KD,
(BRI E 2Bk . SR BB = AR A MV E LA
TR s BARRERARI 2 2 PR R R g s R A G R R PR
TN LERER R AL R N X ek i sRms R
AR FEAS, IR R, s\ T ReaFEnl,
BT LA AT . HIEABoRAIbRE, A TERERN F
TR S, DU e sl P R R
5 %5iE
FEX N T REE R BE I O b A TR ARG
FAMRHOUN FEES: B, AN TERERARACRT LI
AEFFRRRN BRI, FEEATREE, AR DI R RE
BT B O RS R s Hk, A T ERERIARAE
THRIIAE G A 7 i R H ] E S B A TP R Tt (A L
PIPES, XOEmE KBRS &n, A,
N TRRERARLE &Y f 7 A BB e sh H m) B S CE
ek . K, FATRREZMA S, BHRTA TEREER
REHE P P n R HIG —Sekbh . anERSeIE . BdEREEM
SYNT TP R S R R A A it — 2P I SRk
Mo BEFN, AN TRHRERE R AN AR R — AFIA L2
FEFERIEER R, XU EFA SRR E A, TRk,
N T ReE R RemlE R HEA) VRIS, [ERITEFE
BRI, EEROR, AIE LS REC AL FeTTik
W . AW HOR S T RRAA R AN TR R By
HEEISAISERE Y, HAARERESIE AL RSt
TEEAEE.
S % 3k
[1] ZE A T AR RE T A RE RS h B0 B FWF o [0]. 756
JET,2022(1).
[21 EAE N TR e e flE T v n ] 25 R S Bt
2EEE43.2020,33(2).
[3] A7 HE N TR RETE R RERIE I N FHER S [0). R RS TR
& TAlZA,2020(11).

39



KEIEESATERE - £ 05% - 805 - 2024 £ 05 A

DOI: https://doi.org/10.12345/bdai.v5i5.18059

Analysis of Digital Twin Technology Applications in the

Military Field

Xuejiao Fan Shuang Jin

Hainan Armed Police Corps, Haikou, Hainan, 570203, China

Abstract

Under the background of the rapid development of science and technology, facing the fierce international environment and the arduous
tasks of domestic reform, development and stability, the field of national security has been greatly affected, and the military field has
also undergone changes. Information warfare, intelligent warfare and scientific and technological warfare will become the new combat
modes of future military operations. It has gradually become an effective way to improve national defense force, military capability and
national competitiveness. This paper reviews the concept, development history, key characteristics and basic structure of digital twin
technology, and analyzes the application of digital twin technology in military field from four aspects: optimizing command system,
enhancing equipment health prediction ability, quickly dealing with network faults, and promoting battlefield calculation.
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