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Abstract

With the advancement of power system construction, the threat of network security risks faced by the power grid will become more
prominent. Based on the current situation of network security in China, this paper introduces the relevant network security technical
requirements of the power system in China, analyzes the network security risk threats and technical status problems faced by the
current power system, and provides reference for further improving and enhancing the security protection of the power monitoring
system in the future. Firstly, in the power system environment, changes in power structure, grid, business models, and technological
infrastructure pose potential risks to grid security. Secondly, we propose network security protection requirements for the new power
system based on existing network security protection measures, in order to achieve reliable access, intelligent perception, and accurate
protection. Finally, research directions and applications in future new power system network security technologies are discussed,
including access security, internal security, information security, communication security, security assessment, and simulation checks.
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