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Abstract

With the acceleration of digital transformation in the power industry, the data interaction platform for power engineering is improving
operational efficiency while also facing increasingly prominent information security threats. This paper focuses on the security risks
of the data interaction platform for power engineering and constructs a multi-level security protection system from three dimensions:
technology, management, and operations. It analyzes in detail the application paths of key technologies such as data encryption,
access control mechanisms, intrusion detection, and defense systems, using specific power engineering cases. The paper summarizes
the actual application effects and delves into strategies for information security management and operations, including establishing a
safety management system, strengthening emergency response mechanisms, and continuously optimizing the security operation and
maintenance system. By applying these technologies and implementing management strategies, the security protection capabilities of
the data interaction platform for power engineering can be effectively enhanced, ensuring the stable operation of the power system.
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