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Abstract

With the rapid development of Internet technology, the application of big data has penetrated into various fields. Its powerful
attributes as a tool provide support for preventing and combating online fraud. In recent years, the clutches of fraudsters have
frequently reached out to university campuses, turning campuses into hotspots and high-incidence areas for online fraud, seriously
infringing upon the financial and even personal security of students. Through reviewing relevant literature and analyzing the cases of
fraud in university settings, this paper believes that the causes of internet scams among college students mainly include the following
aspects: students’ lax protection and chaotic management of personal information, lack of social experience and weak awareness of
prevention, and a lack of proper guidance in values, leading to irrational consumption. In terms of fraud forms, online scams exhibit
characteristics such as being frequent, diverse in methods, covert in criminal behavior, and highly technological in fraudulent means.
In terms of fraudulent methods, the main scenarios include enticing with high-paying opportunities, deposit fraud, false training
fraud, online shopping and refund fraud, impersonation fraud, fraudulent claims for student assistance or scholarships, and online
loan fraud, among others. Based on the above content, this study proposes preventive measures for addressing online fraud issues in
universities: schools should increase the publicity and guidance on online fraud, and establish a grid-based regulatory mechanism;
students should establish correct values and consumer perspectives, and enhance personal security awareness; law enforcement
agencies should innovate investigation models and improve big data anti-fraud platforms.
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