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1. Introduction

he development of modern technology, especially
the rapidly developed internet age, makes people
live under the shadow of privacy violation. With
people’s information privacy violated, the normal order
of human society faced severe test. To maintain the nor-
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Privacy and the protection of privacy is a common topic studied by
many scholars. From the very beginning of human culture, people have
personal privacy, which is not willing for them to be unveiled by others.
With the development of information technology, especially the internet,
knowledge and information are dealt by internet users in conscious or
unconscious way, and personal information has been rapidly and quickly
distributed and disseminated all over the world. Personal data can be
collected by hackers or interlinks from the website, internet not only pro-
vides people an era with internet links, but also an age with information
collections, a big data age. With the background of big data, this essay
tries to put forward the correlative relationship between the protection of
information privacy and the privacy law in Australia. It first has an over-
view of the concepts of information privacy and data surveillance under
the background of big data, then highlights the importance of data secu-
rity in the age of big data; with a literature review on the development of
Australian privacy acts, it further claims that privacy acts or regulations
by the federal or states provided strong support for the protection of per-
sonal data. Then relationship between the protection information privacy
and the need of judicial guarantee is further studied for thorough methods
or regimes in data protection.

With these points studied, this essay aims to highlight the importance of
data protection and information privacy. On the other hand, it aims to
provide awareness for readers the vital role privacy laws can play in the
protection of people’s personal information and emphases the importance
of a continuous evolution for privacy law system in the age of big data.

malization status of people’s daily life and the order of the
society, judicial safeguard from privacy laws are greatly
needed. In Australia, there are series of acts and regula-
tions related with the protection of citizens’ privacy rights.
These laws are formed and developed with the changing
of society; however, it is hard for privacy laws to be syn-
chronous with the fast changing society, especially in the
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age of internet and the times of big data. The formation
of a systematic privacy law system is inevitably hysteric
to keep pace with the judicial safeguard of people’s infor-
mation privacy and data protection. Data collection and
different sorts of data surveillance like video surveillance
both make it hard for the privacy law to fully play their
function in the process of information protection. How to
protect information or the flow of data in the age of big
data is a tough issue studied and discussed by many schol-
ars, it is important to find a workable way for effective
protection of information privacy, and calls for insight
study on possible measures from different views. Based
on the needs of privacy protection, this essay has a review
of the formation of Australasian privacy law system and a
study on the critical definition of privacy (mainly focus on
information privacy) and data surveillance at the begin-
ning. It aims to combine the difficulties of data protections
in the current society with highly developed technology
and internet, so that a comparison between traditional
data protection and data protection in the age of big date
is made, and the protection of information privacy can be
studied in “jurisprudential discourse” (Burdon M, Telford
P., 2010)".

Research methods applied in this thesis include histor-
ical research method and comparative research method;
with the historical research method, this essay has a review
over the establishment of the legal system on privacy pro-
tection in Australia, so as to drive a panoramic view of the
legal system; with the introduction of comparative research
method, the essay has an analysis of the roles played by
the privacy protection laws and figures out the importance
of them in the protection of information privacy by some
cases applied with privacy laws. These introduced methods
help the essay trace the development of Australian privacy
protection, cases are also used to analyze different sorts of
privacy violations and to study the manifestations of them
as well as the possible measures or workable approaches
for the protection of the information privacy and the secu-
rity of civil rights as well as the data security. Combining
with these research methods, the essay draws the conclu-
sion that in the era of high developed internet technology
and big data collection, the security of information privacy
of Australians are faced with great challenge, on the other
hand, it shows the urgency and the persistence need of judi-
cial safeguard in information privacy protection.

2. Critical Analysis of Concepts of “Privacy”

2.1 Different Definitions on Privacy and Privacy
Right

When it comes to the definition of privacy, it is never easy
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to give a precise interpretation on it. According to the
research done by David Lindsay, “the concept of privacy
began to receive explicit recognition in the Anglo-Amer-
ican world in the second half of the 19th century” (David
Lindsay, 2005)™. It is an ‘elusive’ concept that is diffi-
cult to define in any satisfactory manner (ALRC, 1983)
¥l Webster’s Dictionary defines confidential information
as something that is private or secret, so privacy shall be
confidential. These listed researches and studies by schol-
ars and authors give the definition of privacy from differ-
ent angles. It shows that there are different dimensions of
privacy for it applies to different fields, thus, makes it hard
demarcate which elements are in the range of privacy. So
“privacy can assume different definitions” (P. GUARDA,
2004)°%. In the age of big data and internet, privacy is not
only multi-dimensional, but also flexible and dynamic, the
definition of privacy can be changed with the changing of
the person’s work and the places lived, for different cul-
tural backgrounds, professions, etc. So it becomes more
difficult to give a clear definition on privacy, to “define
the province of privacy distinctly is impossible” (James
Fitzjames Stephen, 1967)*. Difficult as it is to give a
clear definition of privacy, a general idea on the definition
of privacy is accepted, and it is commonly regarded by
people that privacy “refers to the peculiar things they do
not want to be shared and opened.” (Banisar D, Davies S,
1999)"

Although discussions and researches are never sus-
pended in the defining of privacy, it takes a long time for
privacy to have its definitions and be really regarded as
a kind of right for people. The story of privacy right can
be traced back into the years of 19th century, with War-
ren and Brandeis’ essay published in the Harvard Law
Review, in which, they regard privacy law as a new right
of people and defines privacy right to be “the right to be
alone” (S. D. WARREN, L. D. BRANDEIS, 1890)*"".
Apart from researching works and studies defining the pri-
vacy right of people, privacy laws in some countries also
give the definition of privacy right. According to the ACT
human rights act (Australian Capital Territory Human
Rights Act), 12th clause, in the domain of Part 3, civil and
political rights, privacy means that “everyone has the right
not to have his or her privacy, family, home or correspon-
dence interfered with unlawfully or arbitrarily.”

2.2 Concepts and Characteristics of Information
Privacy

The review of the previous researches and studies on
the privacy and privacy right shows that it is a widely
accepted idea that there is no clear definition of privacy.
Difficult to define privacy as it is, it is undisputed that the
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protection of information is definitely the center function
of privacy law.

Agranoff gives the definition of information privacy in
his research, he regards information privacy as “the claim
of individuals, groups, or institutions to determine when,
and to what extent, information about them is communi-
cated to others” (Agranoff, M. H., 1993)". The definition
of information privacy given by Agranoff are drawn from
the aspects of the content of information privacy, the time
and the flowing of information privacy, with the definition
given , Clarke further describes that the most dominant
aspect of personal privacy is the personal data or issue
that is specific to the person, it not only includes the per-
sonal behavior of him, but also refers the data produced in
the person’s daily life; whether the person has the right to
freely use his data or control the data by himself. They are
now collectively referred to as ‘information privacy’ that
he defines as “the interest an individual has in controlling,
or at least significantly influencing, the handling of data
about themselves” (Clarke 2000, p4)'°. From the aspects
of data controlling and the handling of personal data,
Clarke shows the importance of the controlling of infor-
mation privacy. As one of the main elements of privacy,
information privacy includes the management and the
use of one’s private information, ID number, accountant
number, income and financial statues, marital statues and
family members, medical files, consumption information
and network use, etc.

3. Critical Analysis of “Data Surveillance”

3.1 Definition of Data Surveillance and Impor-
tance of Data Security

Data surveillance, defined from the literal meaning, means
that data has been monitored, according to the study of
Joeseph Donahue, data surveillance “compiles personal
information from various sources to investigate or moni-
tor people’s daily activities and interactions amongst each
other” (Joseph Donahue)"”. With this definition, Joseph
Donahue stresses the personal information been moni-
tored, so that when it comes to data surveillance, the most
dominant characteristic is the safeguarding of people’s
personal information.

In 1785, philosopher Jeremy Bentham puts forward
the concept of ‘Panopticon’ (J. Bentham, 1791)"*), he
describes that different from the traditional prisons, a
panopticon is a prison with a central tower circles around
the prisons. Prison guards standing on the tower can have
a panoramic view of the movements in every prison; on
the other hand, prisoners cannot see what is happening in
the tower. In this way, guards can catch the information of
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the prisoners without being noticed. Similar to the surveil-
lance method of panopticon, data surveillance happened
on internet makes internet users’ information privacy col-
lected without being informed.

Data surveillance in the age of big data and internet
is an indisputable part in information privacy. Compared
with surveillance in traditional forms, it is easier and
cheaper to apply, while it bears more useful information.
Compared with the traditional meaning of information
leak, data leaks happened in the range of internet will have
a great influence on the owner. Leaks and misconduct of
the users’ network using record, like the user’s name and
password, as well as cellphone numbers all result harass-
ment to the data owners. It is different from the traditional
one partly because “Technology used in online marketing
has advanced to a state where collection, enhancement
and aggregation of information are instantaneous.” (Lau-
rence Ashworth, 2001)!"". It is believed that data surveil-
lance and the urgent need of data security came into the
eyes of public first in United States in 2002 when people
are aware of the Pentagon’s Total Information Awareness
(TIA). Some critics argues that data surveillance can pro-
vide forecasts for possible dangers and will be a workable
way to fight against possible dangers or problems; while
other critics holds the idea any kind of surveillance is a
type of violation to people’s information privacy and bears
the potential to be abused for various reasons, no matter it
is carried by a person or an organization. Clarke notes that
personal surveillance is an important weapon in the fight
against social evils, but he points out that it can also deny
the subject natural justice, and can be tantamount to coer-
cion or blackmail.

It is a common phenomenon of unauthorized acqui-
sition of information in the age of big data. The most
dominant feature of the data in big data times is the vul-
nerability of it, it is first shown by the flexible way of
being collected, stored, used or dealt. The second reason
of its vulnerability is the loose controlling of the data
base. Faced with temptation of economic interests, data
controller might sell the collected data for economic
purpose; according to the view of Westin, the concerns
of individuals and society are secondary to the need for
the efficient operations of business and government, this
will frequently happen especially when there existed the
absence of legislation. Another common reason resulting
in the low security coefficient of personal data is weak
defensive technology which can be easily attacked. All of
these phenomena together with other reasons lead to the
leak of personal data.

Under the security measures provided by privacy laws,
data security can be made possible from the level of leg-
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islation, personal data sold by data controllers is protected
against those who do not have the authority to see it or
use it, so that personal data can be “secured and protected
from inappropriate access”. (Hewett W G, 2002)!"”

3.2 Ways for the Protection of Data Security

With the improvement of privacy law system and more
attention putting on information privacy, data security
becomes the spot of discussion, so the security of infor-
mation privacy and data protection in various ways are in
great need.

One way to protect the private information of the net
users depends on the development of technology making
the net citizens use the internet in an anonymous method.
Wikileaks introduced similar technology in the protection
of its resource providers, with the help of Onion Tor, the
advanced encryption technology successfully makes its
providers launch and give interpretation of the related
documents without being traced. As a hot topic, wikileaks
is usually talked for its ethical value; however the technol-
ogy used can be a reference in the protection of people’s
information data in the age of big data.

Another way to protect it is to make sure a thorough
privacy law system which is synchronous with the age
of big data shall be established and be well implied in
the protecting of information privacy and data security.
Compared with the flow of data in the age of big data
and internet, the traditional way flow of data is easy to be
monitored and controlled for the flow is traceable. Before
the age of big data, People lost their personal data mainly
when they communicate to others or leave their personal
information when they go to the school to study, go to
hospital to have a health check, or go to a supermarket
for some daily used items, etc. For people living in the
“reality”, it is not hard to protect their information privacy
no matter where they leave their data, or who they visit,
for their information is recorded in written documents and
the documents are kept by special assigned people of the
school or hospital. Under this circumstance, not only the
data controller, but also the data document can be traced,
so that the data security can be easily realized and the data
can be perfectly protected.

However, with the sophistication of information tech-
nology, the trace and controlling of personal data becomes
more and more difficult, firstly due to the increasing of
the data collected and disseminated capacity of the mod-
ern technology; secondly due to the absence of privacy
legislation. Rapidly developed technology makes great
progress in different fields like the medical research, the
transportation system, the modernized logistics distribu-
tion system, the telecommunications, and financial trans-
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fers. All these newly born or developed fields have close
relationship with people’s daily life and can collect their
personal data in different ways, citizens using the service
offered by the mentioned fields or similar companies can
by no means avoid the leaking of their personal data. In
this way, there comes the first step of the flow of the data,
taking the logistic system for instance, if a client wants
to send a parcel to a friend, he has to leave the personal
information of both sides. And these information will be
collected by the logistic company during the sending of
the parcel, after that the data might be collected by data
collecting companies, which forms the second step of the
flow of the client’s data; for data companies, their collect-
ing of data not only happened in the field of logistic sys-
tem, other sort of personal data happened at the same time
in other fields. With data collected from various channels,
data companies play the role as an intermediary between
the data users and the data owners. Nevertheless, for the
powerful surveillance ability of computers, the original
owner of the data, the client, has no idea of what hap-
pened to his personal information, where it goes to, who
uses it or what will happen to it. In a highly developed
technological society, it is impossible for citizen to protect
his personal information without the judicial safeguarding
of the federal government. One way for privacy laws’ of-
fering of judicial safeguard is to limit the distribution of
third party software products, “such as spy-ware, in cases
where consumers’ privacy or security is compromised”
(SPY ACT, 2005)*". Legal systems for “specific rules
governing the collection” and “principles of data pro-
tection” (Banisar, David, 1999)"" are needed to help the
date owner protect his information and guard his rights to
know where the date goes to, how the data is stored, and
whether the data is used accurately or not.

4. Retrospective View on Australian’s Privacy
Law

Privacy right is a big part of human rights, with the devel-
opment of technology, people’s privacy rights currently
plays a vital role in the successful implementation of hu-
man rights protection laws. Based on other countries’ ex-
perience on the implementation of human rights acts, and
the content of provisional constitutions, Australia passed
types of acts or regulations to protect people’s privacy
from both the federal level and the states level.

The history of Australian privacy law can be traced
back to 20th century, In 1980, the Organization for Eco-
nomic Cooperation and Development (OECD) shows its
significant impact on the legislation system of the member
countries by issuing the Guidelines on the “Protection of
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Privacy and Transborder Flows of Personal Data” (OECD,
1980)"". As a document developed by experts chaired by
Michael Kirby, the guidelines provided foundation for pri-
vacy laws in Australian. Michael Kirby was also elected
as the chairman of Australian Law Reform Commission
and played his influence on the following privacy acts or
regulations for the federal and the states.

In 1988, Australian government enacts the Privacy Act;
the act gives a clear description on information privacy
from three divisions, and stipulates privacy rights known
as the Information Privacy Principles (IPPs). This act in
the history of Australia, sets up the privacy principles in
the form of an act, and applies the clauses to the govern-
ment as well as the private and the public sectors, so that
it can limit the organizations’ collecting, using and reveal-
ing of people’s personal information. At the same time, it
restricts government agencies’ using of the information
data of citizen.

Australia established the Australian Capital Territory
Human Rights Act (ACTHA) in 2004. ACT Human Right
Act is regarded as the first act from the level of the Fed-
eral on the protecting of human rights in Australia, for the
act not only shows clear clause on the implementation of
the protection of human rights from the level of ordinary
people, but also the limitation on the operation of power
from the level of the administration party. Being the first
human act, ACT has a great impact on the law history in
Australia, and symbols the mature of people’s rights pro-
tection consciousness as well as the triumph of people’s
movements for human rights. A capital act as it is, ACT
evokes the emergence of various regulations and acts
on rights protection in other states of Australia, like the
Charter of Human Rights and Responsibilities in Victoria
States, with these regulations and acts publicized, the Aus-
tralia’ Human Rights Framework legislated by the federal
government of Australia. After that act, the Australia
Legal Reform Commission published a report on the prac-
tice of Australian privacy law in 2008. To fully protect the
information data of the nation, Australia passed the Aus-
tralian Information Commissioner Act in 2010, and estab-
lished the Office of Australian Information Commissioner
(OAIC) based on the act.

In 2014, Australia passed the Federal Privacy Act, this
act is regarded as a revolution, for it empowers people
more rights on the protection of private information and
security information privacy in an uttermost way by put-
ting strict clauses and penalty on the leaking of people’s
personal information. One feature of the act is the high
fines it regulates, according to the act, those companies or
organizations violating the clause will receive a ticket as
high as 1.7 million Australian dollars; for individual busi-
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nesses or entities, the number is as high as 0.34 million.
By the implementation of strict clauses, the act tries to
maximize its function in data protection and make Austra-
lians be aware of the flow of their personal data.

5. Privacy Laws’ Role in Protecting of Peo-
ple’s Privacy

5.1 The Judicial Safeguard on People’s Informa-
tion Privacy and Data

The highly developed technology and internet makes in-
formation and data “raw and valuable commodity” (Abdul
Raman Saad)"". Information and data become more and
more important with the development of technology and
modern society, data was regarded by some authors as an
“overriding public interest” (Times, 2001)""*. However, in
the age of big data and internet, personal information and
data are violated for various reasons, so different ways of
information and data protection, especially the judicial
safeguard, are needed.

Established in 2010, Office of Australian Information
Commissioner (OAI) is a government agency independent
from the government, with the purpose for better protec-
tion of Australians’ information privacy and personal data.
Since the foundation of the agency, the office received
10576 consultations on the protection of privacy, and
1496 lawsuits from 2012 to 2013. A research carried by
the office shown that 96% of Australian held the idea that
they should be informed of how their personal informa-
tion were dealt with and protected, over 60% of the inter-
viewees expressed their worries on the possibility of the
misuse of their personal information.

In the judicial safeguarding on its citizens’ informa-
tion privacy and personal data, Australian privacy laws
restrict the collecting, spreading and using of people’s
data. Both acts and regulations from the level of the Fed-
eral and the level of States put forward clear restrictions
of data use. Taking its restricting of video surveillance
for instance, as a type of data surveillance, video surveil-
lance sometimes is used by people in an improper way
or illegal measure to trace and collect the sensitive infor-
mation of private or organization. Cookies used by some
websites trace the user’s logs and monitor people’s be-
havior by its video monitoring system, which belongs to
this type of improper use. However, with spy wares and
cookies inserted in websites, no matter what efforts a
citizen tries in the protection of his personal data on the
internet, it is hardly for him to avoid the violation and
leaking of the date. High speed development of the mod-
ern technology makes the society and people living in it
covered under the surveillance of the electronic monitor.
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Originally used in public place like schools, railway sta-
tions, and supermarkets, monitors (also called electronic
eyes in some countries), are nowadays introduced in
many other fields of people’s life. For a person walking
on the street, once he looks up, monitors will be found
here and there; cafeterias, bookstores, workshops and
some other private owned factories or stores are filled
with monitors. There is no denying that electronic mon-
itor definitely offers a much better management for the
order of the city and the daily running of the business; it
also plays a vital role in the preventing and cracking of
crimes. On the other hand, with the spreading of video
surveillance, the free zone of Australians are narrowed,
and the personal activities are monitored.

To better explain the violation of people’s personal
data caused by video surveillance, the case in New South
Wales is an example. In New South Wales, it is very com-
mon for a day care centers to have electric monitoring
system, school or day care centers introduced the use of
video surveillance for a better management of the school
or day care centers, apart from this advantage, video sur-
veillance in day care centers can make it possible for the
students’ parents be aware of the activities of their chil-
dren. However, with the widely use of monitoring system,
protests against the using of video surveillance in day care
centers are received by the local government. These pro-
tests mainly come from two types of people, both parents
of the children and staff in the day care centers want their
voices to be heard and their problem to be solved. In this
case, Parents hold the view that video surveillance can on
one hand makes it convenient for them to check what their
children is doing and the surroundings via internet con-
nection, on the other hand, it makes some parents worried
that it would be possible for their children been spied by
other people who have no kinship with them; apart from
this reason, another voice against the use of video surveil-
lance in day care centers comes from the teachers working
in the center, as a worker of the spotted place under video
surveillance, they felt their life and work have been mon-
itored by parents, and that is a kind of violation to their
privacy to some extent. This case happen in New South
Wales provides a clear demonstration on the advantages
and disadvantages of video surveillance.

With the using of monitors, people’s life is always in
a state of VCR, there are always ubiquitous electronic
monitors monitoring in people’s life anytime. Similar to
video surveillance, the internet usage in daily life also
takes a big portion in collecting the data of citizens’
personal information, data collecting and processing are
in process without the notice of the internet users when
they open websites contain cookies, ad-wares, bugs, or
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spy wares; the flow of data is collected from one website
when the subscriber leaves his user name and personal
information to another social network site as the user
updates his moments. It is not exaggerated to say that a
person’s personal data is in the possibility of being vi-
olated once he logs the website. There are considerable
flow of data on the internet, this calls for specific means
not only from the perspective of internet management,
but also from the perspective of laws to safeguard the
personal information of net citizens, so as to prevent the
possible risks of people’s personal data violating. When
it comes to the judicial safeguard, it calls for the transla-
tion and refinement of the privacy laws, for the develop-
ment of internet “requires even the change of the notion
itself, as well as of the contents, of the right to privacy”
(G. PASCUZZI, 2006)"".

To restrict the use of video surveillance, states and the
Federal passed types of acts, the state of Victoria and New
South Wales passed laws and regulations on surveillance
device respectively in 1972 and 1978; in 1999, New South
Wales passed the Workplace Video Surveillance Act;
based on the Listening Device Act, the Federal further
legislated the Surveillance Device Act in 2004.

5.2 The Judicial Safeguard on People’s Person-
al Data under the Background of the Age of Big
Data

Briefly speaking, big data refers to the massive or
mega scale collection of data, from the very beginning
of its appearance, which catches wide attention for its
potential values. The Wall Street Journal regards big data
as one of the most dominant technological innovation;
academic journals like Nature and Science both published
monographs specialized in the exploring of big data. Na-
ture issued its “Nature-Big Data” monograph in 2008,
Science issued its monograph “Science. Special online
collection: Dealing with data” in 2012"*". Reports from
prominent magazines and researches done by academic
journals makes the wide acceptance of big data as well as
the importance of it, people then realized many business
fields and organizations can be carried forward with the
assistance of big data collection and analysis. Because of
the potential values shown by big data, US government
invented 0.2 billion dollars to launch the project on Big
Date Research and Development Initiative. The world fa-
mous consulting company McKinsey also reports that big
data has already permeated every field of the society for
the “Five V” characteristics of it. It first of all has large
volume, and then comes its high velocity, variety, and its
high value to companies and industries.
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Figure 1. The “Five V” characteristics of big data

Based on the modern technology of data surveillance,
data companies further developed data surveillance in
large scale, a kind of mass data surveillance, which is
also called as Mass dataveillance, it is “concerned with
groups of people and involves a generalized suspicion
that some (as yet unidentified) members of the group
may be of interest.” (Clarke, 1991)""

There are different sorts of data, with the exponential
growth of data after the engorgement of internet, datasets
and databases come into being; they are widely used in
private or public sectors. “Datasets that may be available
to government include but are not limited to open gov-
ernment datasets (“Open Data”), public datasets such as
social media data, metadata, and datasets in new fields
such as the “Internet of Things,” or sensors in Smart Cit-
ies.” (R. Kitchin, 2013)"”

According to a research of IBM: within all the data
produced in the history of human, 90% is originated in
the last several years; to 2020, the total data in human
society will increase 44 times from that of 2009, a sur-
vey by International Data Corporation shows that the
amount of data is growing exponentially, it doubles in
every two years, and will reach 35ZB (35 trillion Giga
Byte) in 2020. The reason why data can increase in such
a rapid speed lies in the huge number of the internet us-
ers, for every second, there are about 2 million people
logs in search sites like Google; subscribers of Facebook
reached 1 billion, and log data originated is above 300
TB.

For the characteristics and advantages carried by big
data, it is widely used and sometimes abused in many
cases, which calls for the judicial safeguard of it. In the
age of internet, big data and cloud computing provides
convenient and accurate figure analysis. A most distin-
guishing difference between the FIFA World Cup Bra-
zil and the previous ones is Brazil’s integration of the
frontier technology like the “cloud computing” and “big
data”. Different from the traditional data, in the process
of internet use, big data makes the separation of the “data
subject” and the “data controller”. Faced with econom-
ic temptation, some data controllers might sell the data
to a third party, the legalistic protection of this kind of
data leaking emerges, and the first example of legal in-
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strument on “utilitarian justification” (John Stuart Mill,
1991)!" is made.

The implementation of privacy laws forms the foun-
dation of the data protection, with this precondition; oth-
er methods shall be concluded and used in data security.
One of them is the establishment of the management
standards of the data, on what kind of personal data can
be used by a third party, and what data is personal data,
etc. However, with the complexity characteristics and
the rapid changing of technology in big data age, acts or
regulations are formulated with the references of stan-
dards written by technicians or programmers. A poorly
made standard cannot have a thorough demonstration of
the personal data, which might cause the ineffectiveness
of the acts or regulations, for according to Guarda Paolo,
“Data protection in the digital environment is dependent
on the regulation of the security standards.” (Guarda, P.,
2009)". So it is vital for acts or regulations to have an
effective and scientific standard making team, and the
team members shall be highly independent from data
collecting companies.

In the process of making standards, some of the tech-
nicians are responsible, but for those who do not have
high sense of social responsibility, there is a possibility
for them to leave “bugs” in the standards. This phenome-
non shows the lack of democracy in the establishment of
data protecting standards, to fully solve this problem, in-
ternet experts independent from the data collecting com-
panies or any third parties are needed, so that objective
and effective standards can be made, and the protection
of people’s personal information will be promoted.

In the implementation of privacy law’s protecting of
data security, limitations of privacy law is also shown
by the unclear categories it had on the elements of pri-
vacy, for instance, according to the clause of Privacy
Act, “telephone number or address, would not in itself
be classed as personal information”. However, informa-
tion like telephone member or address is accreted with
other kind of personal information, with the leaking of
information like telephone number and address, data
collector can easily link them to other databases with
more detailed personal information stored, and in this
way, personal data can be collected. An unclear expres-
sion will result in a discount of the privacy law’s legal
validity, in the case of Seven Network (Operations) Ltd
vs Media Entertainment and Arts Alliance (MEAA), the
internal telephone number directory of the staff of Sev-
en Network became the controversial topic for whether
the number are provided to MEAA illegally as personal
information or not. This case leaves its impact on the
establishment of privacy act, for it well demonstrates the
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importance of clear classified categories on the elements
of privacy and the scientific description of its clause.

6. Conclusion

With the background of big data time, this essay has a
review of the formation of Australian privacy law system
chronologically, it can be seen that the country never
stops in the seeking of the continually improvement of
privacy acts or regulations to fit the development of the
society and technology. This essay contends that privacy
law is the underpinning for data protection and informa-
tion privacy and plays an indisputable role in it. With the
complex characteristics of data surveillance, and furry
definitions of information privacy and the age of big
data, data security is hard to be realized.

Although there are privacy laws in Australia, in the
protecting of people’s information privacy, it shows its
shortcomings. The rapid development of modern tech-
nology makes it hard for privacy law to keep pace and
be synchronized with it, thus, there exists disconnection
for a systematic information privacy protection and data
security. To build a systematic management of the data,
a system centered with privacy laws and combined with
self-discipline of the company is in need.

One common measure used is the security defending
technological system including firewall, intrusion detec-
tion, security audit, and anti-virus system; the other way
to promote the security of data controlling company is
the improvement of the management of the company,
including the network management, system management
and the management of computing room, it also calls
for the strong responsibility from the data controlling
company in the holding of its “moral autonomy” (Robert
Post, 2001)®"in the protecting and using of data. There
is value in the present study, but due to the limited evi-
dence, further study should be drawn and made.
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