BEFEUFELE - F 045 - F228-2021F 11 8 DOL: https://doi.org/10.12345/jxffexys].v4i22.9462

Reform and Practice of Network Attack and Defensive
Virtual Simulation in New Engineering Background

Huan Wang"’ Junjie Yan'? Zhe Wang' Shuhong Yang'? Weilong Li'* Yunsheng Yan'*

1. School of Electrical, Electronics and Computer Science, Guangxi University of Science and Technology, Liuzhou,
Guangxi, 545006, China
2. Liuzhou Intelligent Processing and Security Key Laboratory of Big Data, Liuzhou, Guangxi, 545006, China

Abstract

Practice and innovation ability are the core of student training under the background of “new engineering”. Experimental link is
the key to improve students’ online offensive and defensive innovation and practical ability. However, there are still some problems
in the incomplete network offensive and defense experimental teaching system, poor simulation ability and imperfect assessment
mechanism. This paper builds an experimental teaching system based on virtual simulation experimental platform and diversified
assessment mechanism as the constraint, realizes a talent training mode with scientific research projects as the guidance, discipline
competition as the starting point and practical engineering as the carrier, and improves students’ practical practice ability and
innovation ability.

Keywords
network attack; defense virtual simulation; experimental teaching

MIRE=MBB T EMTERRBFR AL ES LR

T ERAT ER IR SR s
L AR R AR S T S EN R, FRE - P8 HIN 545006
2. M KRB RE R S22 B sge =, R - ) PE N 545006
i OE

FEACMEAR HIA” HRTFABFORS, RBRFAIRIF LRG0 e REA N 09 R5L, K, A
MBS R T RALEE FRRFRERTE . AR L, TR AT R, SR EE T L5 8-F
SAMAE, SANEHAH A A RO FRHFRE, FRAAMBAR A5 §. FHEEANT | FFIRARIRGA S 3
RBER, A A0 F RRAA Fo 1 5

KA

M BTy RIS

18] %, TR ORISR, SE S O
7 TR LI,
W% Rk R 16, %5, RIS, g

SIS AB N T ESEE T AR A
R S TR TSRS S A,
R T % 9 T P 5 0 QI A D h et

[#2WE] 2020 FE FESHERFRETE—pm > PO LA, 25005, A, 3

B NS MBS RMSESIRAEETR  RIRRMNE I A WS AR5

E25%K” (MB%wS: 2020JGB241) ; 2021 EF%&% . .
2 LW HFHFAER )
SAEDBBATE © (NERHERA) BESSH REHFFENAE

STk, RORRP b, o AR
NSRBI TR, T RORE SR, B
TR v TR A s, AR
SRR R IR, AR A AT

BEEs” (IMBY%w=. 202101374009) , SIS R A DUERVE A B S A 0 B AT, X
[EEBAY T3k (1987-) , B, DESTHIOA, B FHECRESARIEZITEIEN, BRI ENshF58
1T, BIARER, MEMNBSERIHARN. ERBE UGS, & W TR AT AT R 5E]

101



BEFECHELR - $£04% - £ 228 -2021 £11 A

MIEZERZE BV, WA IRER S N4 23 8] 20 e B I IRAE
IRAINEZARGESSY, T AR A N TR BB Tt
SEVERIVE R, DA 45 B0 2R SE B Her A TRR
IH, BU7sie iy, #eEUR A E ™Y, b, mggss
e — N, LR IR TR THER
BYEE T, THIGE AT R IAE,

21 TWHFERATE, GIFADEE

IS BEOREE R, Y F BRIt = 2 H
5, BUHZFEERMZ IR . BUE SR HEE R AR
EEO TS RN B, IR S SRR
—HITEIRE . SN AHIENA T 2 BT B A O e R
BIBREEIIIIRT . HEAN, H TR AR A ST EERTER L,
% R B ARRA N EAGTReR R AP0, Ea % —
SR URFRZHE, HAS I (T AR A B T 2 A 2 )
ek ©,

URTHN ST =R 2 /b, RAmd4E
TR, BRI AR IOEE G N L BIETsiERBE ST,
MR AE e R e R B4R
2.2 MEINBH R I R pe FEE A 1T,
L&

45 BRSBTS S RN A I 4514 es, RS
NSRRI Bk . SEALARSS B S IS BN A T
951, AR, ifl AAEEa BN SS 2esi
TR R S LS 28 Bt AT FER R el I S R ) 5
Wi, TeiEF A R AR T4 S o P B SE S FE
GBS SR P SE RN . RO ELHOBREE R4 70
gt TG, BAETIRNMEEM, RSB MR,
AT DLUBE T HEUD 5 B S T I REATEL G, RELL2 A5
B R B4 BU5 805
2.3 LWHFEZANEE, HUEN “FIR
ANFtEFEK

BHENTRHCF U AR N, BT8R
RS SRS SR (T LR 5 RIS A 15S
FFHMEERERNES M AR, TEMGFTRLE, s)F
SERR. fRORIRIERE DSE L BT T .

K, BUASAE SR TRA BTN, RN
IR S A O BB D LR, T 4
SRR R, RS REERITENTRER, PETATRET TR
BEFRII HAR,

24 RBREEZ, XWATHRZEESEMZITE

LIRS R, SRR b RS R S

TEMEEE

102

INZS, TERTEMSERAIET, — S N TR,
RSB ZeHE, DETEHGE “Hr TR B R NI s
CEETERTATHEREEK o BEAN, IEE Bl )R e 2 (n
CTF, Capture The Flag) &5 BAa5aRINE, Wit
THEY. web, &, R TRESLZIHANN, HKINEE K
BySERARR TR ) AT OB I RGN R G . A
A FEE NIRRT R

3 EPMAE R HFEERIZIT

31 UM E A5 S

TSRS RS, KBS LS SR
WHRHEAHSS & o B0, BN KRR e e i
SRR E | JTVREE RGN A L A TR U OSBRI TRA
IR H , K2 MR R SR N B O B ST
B, SRR R A S sl, ART A EE RN T
BT HEIRIE RS TRNE, LEAAERIRBIN ST &
e E TR RS, B BRI AT R B IR0
SLERES ).

3.2 UERZHRREFE, RS

“EERFAGEELZESER HEEKITRELL S
WIEE AR SE” “IPITED” G TR T 4R 2 4RI,
ZORSSEA TR S W IN SN G R T RIS Bk
BT SR AR e TGS, R ERIMIAM, 5
PrIF AR R BE )T, A2EA iR s T — MR i %
WEEE R SR BAERE DA S, I RE &3
PRI F5 W 422 4 N A DL N s A= G sl BeRe ) &4
HEHIER.

3.3 EHMIESRW F & AR

WL LR HOF L 2N &, R SE A
IR RIS T . R A SRR S e S RN A 4
T, SPERD TR E PSR ME Y e, &5
FR BRI TR SR IIRIRR . 4 M RREE o e 5
MBI RESC TR K & TR AT, b —
MNEEIRRSCS  IREESCII. WA B 8 FE ISR I 2 s )22
EREHEEEES.

REFE A SRS DI FR IRTRE A S0, DLE
filisegs . TARSEER . ZEASAIGIi A4, JmiEY A
ghey, HEAEIG, (EFOWHR, Fa 5RO IREES
&, SMEREZ eI E AR EEE, Rt
Rt FELIRFFTR, (R TEREFRA . FEiE
PSS R R, ARG R I TR 347 |



BEFECHELR - $£04% - £ 228 -2021 £11 A

SULIISIN s N A e 222 51| 2B s o Ml O S D S E
82 04 224 RN S NI
3.4 PIEBRITIE A EK

4% 224 1 TRESLBIA R AT BRI T R E %
BlZEbr, (F TR S AR BARDAR I EAERE, AR fl
LG ERNRANBRIS, FAEBEAEAELALR, 12
THES R TRERRMSEEE, B AR RIS £l 3
NAS

4 LIWHFHEEHERR
4.1 B KWIRBHIR
TERCE R AR, AR a7 ph AR R PRAR 2SS0 . BRML
KRS . ARSI . ST ST e g A PR PR
R Fo THEMEBELE 10 751, I 140 REGE S
TiH, AR ERIAANE R L BRE A P e 5%
TR, 70% SERGTHE X RARC IR AR A, SEgxERs th ik
A, SEE R IIER5 T 30% ALraLIE, (K
FERA SR & B SR BT . IR A3 1 TR,

4.

F1IREFFERRE B

RI= TEEEE N
Alke: Y 2 f = R
SRR SR E AL %@WJ%@EE\ BRRiieNG
k&
T WEB 24 TR, WiH TRHM, %4z

4t TR

MRS CISP-PTE 5%Jl. 360ES -/t TAZH
(ZEEZZEY A=, CTF 388, Figmt |

(el R oMy S YRR

42 B ERTEIRHFTA

REM GBS R 2et Pa E T R BmAnse g =20
PRk, RS WIS, (E50. ST,
PHRETE PRI ZIUhRE . S ThRE A 1 R,
4.3 ZREXWIREZZLTN

PRSI E A BE— . TR R A R4l
Yo BB, DUEMOTESLE FEAMKIT, 4
EFFEERN AR, R SIESTERR . ShaNE
SERREE . I, MhARRSE . OIFTTEgE . TRESERRSE 6 41
IRAPRIIHTINERIT, e R, BB 5 TR
BRI B A Z RIS AR AN (R 2 iR,

| sy ra |
|
2 %
e i
| 4| [
| [ INIE A5
| o 5 || ||
7| SY1EE H\E
B 1 R S B AR B
ERF
] | m
8| | 5% sz
|| B
|| R A
{ \{/
SRR BIHFHE
FEARUEE P AR
2 S R
5 BERR

T TR RT, WAERNGEE GEETRE RSOk
B, FEHNTEINLN ., FRgesitl, Sk Ry
FMESREDRR SR, T E S B B P S R A 4R
EEHTHR, R R SRR AR R T A PR AR
K. PR, AR . SIS 4 DERIYSE
Kottla, FRREIHTE S TARRE D HATRERIHTHIEE, (it
IR BARHYSEEL, FERINT #eAt it BRI, %
BRIV E AR EEHoR B 4E . Tt Be/edt T o
TAEFA T R R SR OB S Bt S TRk &
BUS TIRIFIVECARCR . FBHES P “2021 700" 48224
WS >, WIPR “LFHBEIN , Ao Pt
F—%; TRFFEDDIPIT PUREEE BLLBOREIHTEE
BRRE R BE =R, P E SR RS M BRI
TERITEX AN Rt AR A B R S
1R, KB RAR I P E IS T U ) B SEAY o

6 4515

SBTRY BN, SCERRE MG R AR SR
(T4 106 1)

103



BEF RS - F 045 - F220 2021 F 11 A

B, BE, WA DA BITHRIsEE R “ B R X g7 7
PEEHR (PEET ) LAERS. &IF5 1S ER LB
SR IREILT “DEEL T rhEE " R AR
TRIAS AT ASHIXFERISEE? a5 AN . G
TR (H 2 ) BRI, FAMBRE R Hone ]
ZJG, HIRHRE e R AERINT 7 IREKIE
A SISFERRIES, BZIARER, STkl
£55: OWERPITIURRSI , IRAARERICT TR
B, RIFEBIRATABNXERT . OHRERELERN
—WYE, BRYERTRER. QU “edifska. &l
PERERES  STEUSHIRS AROIA, BT,

BRI R A e R A, SRR R S R
HeEm AR,

7 &iE
R AR HeEa, EEEEE AR TR,
HIMEET . VIS ELRNEN, RISt T At
i, RIEHPRERES %4, BOHERSHE NH—
AL, HEEELEG RN, L e SR, ik
FHEE RS RIER.
S 30k
(1] Gt NEE SCERYENE . NE IR HEREE
£,2021(29):20-22.
2] ERAOEFRER T/ INEE S AR A R G
Vi E),2021(10):65-66.
[3] E#LIY EEEE NG P BB L R—F
N R AR (BT ) 0] EZE % 71,2021

(10):128.

( F3E%E 103 70)

MR T8 ST I I S B SE eI TR A AR B S0

AR ARG . (HERENZE . BENHINMESF B,

BT E LS B A IRIE, 200 S HLEIA 2 R S

Wik z, SBILRINE A5 |15, FREESEAIMTE. &

bR LARAFMR AN BT, $2THFE 1 8) R RE A

CIFFTRE o

S 30k

(1] EFHE TN, RIS, 55 T LRHO BN i U s
HF S SERAR ] SRR S5HE5,2019,36(7):124-128.

[2] AT SRR 05T R4 23 1R) 22 4 e M SEBRAR (A RIS 5T
[J] A2 %,2021,37(5):42-45.

[3] BRI FRE TR S o TR I R RIS 2 )2 4 A4
BRI A P TR 9T (] 4 23 )22 42,2019, 10(10)

106

101-104+109.

[4]  XUSERS MK A= HARES, 55 45 22 4 ST RN ROR L5 B 505G
HeF AU SRR ,2019(6):62-66

[5] IS 6 R, S5 TR 5 T R B A I s () e 4
LV IRFH R AR ST [I] T AL 205 ,2019(1):54-57+63

[6] XUF IR, L, S 3 LR = NI L e AT
FOATE) T EALFE 2019(4):133-136.

(7] XURETF XL A SRS fELR R DL 5 B S LA T N FR AR
AT P EZGE S B 0,2019(24):29-33.

[8] EEBOAR I TS B e e s 2ot R R I R S
AR ,2019(24):161-164.

[91 By ST RHIMGES & R4 TR G B O RR S gh s s
BT 5T [0] R EE1,2019,17(21):161+163.



